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e | can explain what is meant
by the term ‘identity

o | can explain how | can
represent myself in different
WY

e | can explain ways in which
identity depending on what |
am deoing online (e.g.
gaming, using .on avatar,
social media)

e | can explain how .my .online
the identity presented in ‘real
Lige

e Knowing this, | .can describe
the right decisions .ahout
how | interact with others
and how .others perceive me

e | can explain how identity
online can be copied,
modified or altered.

o | can demonstrate responsible
choices about my online
identity, depending on context

o | can describe ways in
which media can shape ideas

o | can identify messages
ahout gender roles and make
judgements hased .on them.

o | can challenge .and explain
why it is important to reject
inappropriate messages ahbout
gender online.

o | can describe issues online
that might make me or others
feel sad, w.orried, wncomfort
able or frightened. | know
and can give examples of
how | might get help, hoth
on and offline

o | can explain why | should
keep asking until | get the
help | need

KEY: Orange—Reflection Time Autumn Term

Green—Reflection Time Spring Term

Black—Online Safety Lesson
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o | can describe ways people who have

together online.

| can give examples .of technology
specific forms of communication (e.g.
emojis, acrornyms, ,te»d./s,pzak)

| can explain some risks of
communicating online with others |
dorlt know well

| can explain why | should be .careful
who | trust online and what
information | can trust them with.

| can explain how my and .other
peoples feelings can be hurt by what is
soid or written online

| can explain why | can take hack my
trust in someone or something if | feel
nervous, uncomfortable or w.orried.

| can explain what it means to ‘know
different from knowing someone in real
Life.

| can explain what is meant by ‘trusting
someone onling. | can explain why this
is different from ‘liking someone online

o | can describe strategies
for safe and fun experi-
ences in a range of
online social erwiron-
ments.

e | can give examples .of
how to be respectful to
others online.

e | can explain that there
are some people |
communicate with online
who may want to do me
or vy friends harm. |
can recognise that this is
M,tnbg/,ow,g,ou,tt.

o | can make positive
contributions and be part
of online communities.

o | can describe some .of
| .am irwolved and
describe how |
collaborate with wothers

positively

o | can show | understand
my responsibilities for the
well-heing of .others in
my online social group.

e | can explain how
impulsive and rosh
communications online
may cause problems (e.g.
flaming, .content produced
in live streaming).

o | can demonstrate how |
w.ould support others

(including those who are
having difficultios)
online.

o | can demonstrate waouys
of reporting problems
online fLor hoth muyself

KEY: Orange—Reflection Time Autumn Term

Green—Reflection Time Spring Term

Black—Online Safety Lesson
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| can search for information
ahout myself .online

o | can search for information
ahout myself or others online
| know who | should sk if
| .am not sure if | should put

o | can describe how .others
can find out information
ahout me by looking online

o | can explain ways that
some of the information
wohout me online could have

e | can search for information
whout an individuwal online .and
create a sumunary report of the
information | find.

o | can describe w.ays that
information .ahout people .online

e | can explain how | .am
developing an .online
reputation which will
allow other people to

form an opinion of me.
e | can describhe some
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range of media (e.g. image,
~ideo, text, .chat).

o | can explain why | need to
think carefully about how
content | post might .affect
others, their feelings .and
others feel about them (their

reputation).

do or soy something or tell
Aomeone.

o | can explain how to hlock
wobusive users.

o | can explain how | would report
online bullying on the .apps .and
platforms that | wse

o | can describe the helpline serwvices
who can support me and what |
would say and do if | needed
their help (e.g. Childline).

something online heen created, copied, .or can he wsed by others to make simple ways that help
shared by .others judgments .abhout an individual. build a positive online
reputation
o | can explain what bullying |e | can identify some online e | can recognise when someone is |e | can describe how to
is and can describe how technologies where hullying upset, hurt or angry online capture bullying content
people may bully others. might take place o | can describe how to .get help for as evidence (e.qg
o | can describe rules abhout o | can describe woys people someone that is heing bullied screen-grab, URL,
how to hehave online .and can be bullied through .a online and ossess when | need to profile) to share mwith

others who can help
me.

o | can identify a range
of waoms ko report
concerns hoth in school
and .ot home .ahout

online hullying.

KEY: Orange—Reflection Time Autumn Term

Green—Reflection Time Spring Term

Black—Online Safety Lesson
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o | can use e | can analyse information .and o | can wse different search technologies e | can wse search technologies
key phroses differentiate hetween ‘opinions’, o | can evaluate digital content .and can effectively.
in search ‘heliefs’ and facts’. | understand explain how | make .choices from search e | can explain how search en-
engines. what criteria hove to he met results gines work and how results .are
e | can ex- hefore something is a fact. o | can explain key concepts including: data, selected and ranked.
plain what | | can describe how | can search information, fact, .opinion helief, true, false, |e | can demonstrate the strategies
autocomplete | for information within o wide ~yalid, reliahble and evidence. I would apply to he discerning
is and how group of technologies (e.q. social |e | understand the difference hetween online in evaluating digital .content.
to .choose media, image sites, video sites). mis-information (inaccurate information o | can describe how some .online
the hest e | can describe some of the Adistributed by accident) .and dis-information information can be .opinion and
= suggestion. methods used to encourage people (inaccurate information deliberately can offer examples.
o e | can ex- to buy things online (e.g. distributed .and intended to mislead) o | can explain how and why
% ' plain how advertising offers; in-app e | can explain what is meant by ‘heing scepti-| some people may present
o the internet purchases, pOp‘ibp/S.) and can cal. | can give examples of when and why lopinions’ .as facts’.
4 % can bhe used recognise some of these when they | it .is important to he ‘sceptical. e | can define the terms ‘influence,
§ to sell .and appear online. e | can explain what is meant by .a ‘hoax’. | ‘manipulation’ and ‘persuasion’
% buy things |e | can explain that some people | can explain why | need to think carefully and explain how | might
e | can ex- ‘meet onlineg (e.q. through social before | formward aruything online. encounter these online (e.q. ad-
plain the media) may be .computer o | can explain why some information | find wertising and ‘ad targeting).
Adifference progrommes pretending to he real online may not be honest, accurate or legal. |e | can demonstrate strategies to
hetween .a people. e | can explain why information that is on a enable me to analyse .and
‘helief’, an o | can explain why lots of people large rumber of sites may still be inaccurate | evaluate the validity of facts
lopinion’ .and| sharing the same opinions or or untrue. | can assess how this might and | can explain why using
a fact. heliefs online does not make those | happen (e.qg. the sharing .of misinformation these strategies .are important.

opinions or heliefs true

either by accident or on ptwp,ozsz).

o | can identify, flag .and report
inappropriate content.

KEY: Orange—Reflection Time Autumn Term

Green—Reflection Time Spring Term

Black—Online Safety Lesson
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e | can describe .common
systems that regulate
oge-related content (e.g. PEGI,
BBFC, parental w.arnings)
and describe their purpose

KEY: Orange—Reflection Time Autumn Term

Green—Reflection Time Spring Term

Black—Online Safety Lesson
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o | can give reasons why | o | can explain what a strong |e | can ceate and wse strong |e | wse different passw.ords
should .only share passw.ord is. and secure possw.ords. for a range of online
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information with people |
choose to and can trust. |
can explain that if | am not
suwre or | feel pressured, |
should .ask a trusted adult.

e | understand and can give
reasons why passw.ords are
important.

e | can describe simple
keeping passw.ords private.

e | can describe how .connected
dewvices can collect and share
my information with .others.

o | can describe strategies for
keeping my personal
information private,
depending on context
o | can explain that .others
online can pretend to be me
or other people, including my
friends.

o | can suggest reasons why
o | can explain how .internet
use con he monitored.

o | can explain how many free
AppPA OF AerNices may read
and share my private
information (z.,g. friends,
contacts, likes, images,
~ideos, wvoice, messages,
geolocation) with others.

o | can explain how and why
A£0Me2 ApPAs MY . or
take payment for additional
content (z.g. in-app
purchases) .and explain mwhy
| should seek permission
from o trusted adult hefore

BRINICRA.

o | can describe effective
those passwords (e.q.
passw.ord manaogers,
ACrOIUYMA, stories).

o | know what to do if my
passw.ord is lost or stolen

o | can explain what app
permissions are and can give
some examples from the
technology or services | use

o | can describe simple w.oys
Lo increose privocy on opps
and services that provide

o | can describe ways in
which some online content
targets people to gain .money
or information illegally; |
(e.g. scams, phishing)

KEY: Orange—Reflection Time Autumn Term

Green—Reflection Time Spring Term

Black—Online Safety Lesson
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KEY: Orange—Reflection Time Autumn Term

Green—Reflection Time Spring Term

Black—Online Safety Lesson




